
Major Incident Report

Initial report
Resetdropdown 

selections

Report dáte (DD/MIWYYYY)
Incident reference code

Time | |

A-Initial report
A 1 - GENERAL DETAILS

Type of report
Type of report I______________________________ J
Affected payment Service provider (PSP)
PSP name
PSP national Identification number
Head of group, if applicable

Country / countries affected by the incident

□ at □ de Der Dis Civ Opt
□ be Dok Qgr Cit □mt Dro
□ bg Dee Qhr Cli Cnl Ose
□ cy Des Ohu Dit Cno Dsi
□ “ Dpi Qie Clu Dpl Dsk

Primary contact person E-mail Telephone
Secondary contact person E-mail Telephone
Reporting entity (complete this section if the reporting entity is not the affected PSP in čase of delegated reporting)
Name of the reporting entity
National Identification number
Primary contact person E-mail Telephone
Secondary contact person E-mail Telephone

A 2 - INCIDENT DETECTION and CLASSIFICATION
Dáte and time of detection of the incident (DD/mwyyyy
Dáte and time of classification of the incident (DD/mm/yyyy
The incident was detected by ▼ If'Other', please specitý:
Type of Incident ▼

Criteria triggering the major incident report
Pavmentservk-ensers Breadt ofsecurityof Hiqh level ofintemal Other PS Psorrelwant

QTransactions affected O affGctGj O Service downtime Q networkorinfdrmaticn 0 Economicimpact 1—। escalation D Infraitiuctures O Reputational impact
systems potentiallyaffected

A short and generál description of the incident
Impact in other EU Member States, if applicable

Reporting to other authorities __________________________ zJ If Tes', please specify:

Reasons for latě submission of the initial report



Major Incident Report

Intermediate report
Resetdropdown 

selections

Report dáte (DD-MWYYYY) 
Incident reference code— Time (HH:MM) |____________________ |

B - Intermediate report
__________________________________________________________________________________________ B 1 - GENERAL DETAILS
More detailed description of the incident:_______________________ ______________________________________
What is the specific issue?_____________________________________________________________________________ 
How did the incident start?_____________________________________________________________________________
How did it evolve?
What are the consequences (in particular for payment Service users)?

Was the incident communicated to payment Service users? _______________________d If please specify:

Was it related to a previous incident/s? _____________d If Yes', pleasespecify:

Were other Service providers/third parties affected or involved? _____________ d If Yes', pleasespecify:

Was crisis management started (internal and/or external)? _____________ ^1 If Yes1, pleasespecify:

Dáte and time of beginning of the incident 
(if already identified) (dd/mm/yyyy hhwm)

Dáte and time when the incident was restored or is expected to be 
restored (dd/mm/yyyy hh.mmi
Functional areas affected

□ Authentfcaťon/Authorisation □ Directsenlement

□ Communication □ Indirect settlement
f 'Other', please specify:

□ Clearing □other

Changes made to previous reports

B 2 - INCIDENT CLASSIFICATION / INFORMATION ON THE INCIDENT

Transactions affected(2)

Impact lese! ▼
Number of transactions affected •
As a % of regular number of transactions 
Value of transactions affected in EUR

▼
▼

Duration of the incident (only applicable to operational incidents) 1 ▼ ▼
Comments: 1

Payment Service users affected131
Impact level

Number of payment servce users affected 
As a % of total payment servce users

v
▼
▼

Breach of security of network or Information systems
d

Describe how the network or information systems háve beerraffected

Service downtime
d Days: Hours: Minut es:

Total servce downtime: 1 l xi

Economic impact
Impact level ~l
Direct-costs in EUR
Indirect costs in EUR

High level of internal escalation
d

Describe the level of internal escalation of the incident.
indicating if it has triggered or is likely to trigger a crisis mode (a equivalent) 
and if so. please descnbe

Other PSPs or relevant infrastructures potentially affected
__ zJ

Describe how this incident could affect other PSPs 
and/or intastmctures

Reputatronal impact
__ d

Describe how the incident could affect the reputation of the PSP (e.g. media 
coverage. publication of legal actions or infhngements of law . )

B 3 - INCIDENT DESCRIPTION
Type of Incident d__

Cause of incident

□ Underinvertgaton

□ Maliciousaction
□ Process faikire
□ System failu re
□ Human errors
□ External events
□ other If ■Othert. please specify:

—

Was the incident affecting you directly, or indirectly through a Service 
provider?

____________________ A If 'tridirectty'. please provde the 
servce provderis name:

B 4 - INCIDENT IMPACT

Overal 1 impact
1 1 integrity | | Confidentiality
□ Availabilíty □ Authenticity

Commercial channels affected | | Branches 1 1 Telephone banking | jPointofsale
□ E-bankng □ Mobile banking □ Other
□ E-commerce □ ATMs

If 'Other'. please specify:

Payment Services affected □ Cashplacementonapaymentaccount □ Credittransfers □ Moneyremittance
□ Cashwilhdrawal from a payment acccunt □ Direct debits □ Payment initialion

□ Operatbnsrequiredforoperating a paymentaccount □ Card paymerts □ Accou nt informationServices
□ Acquiringof paymentinstmments Issuingof paymentinstnjmerrts

B 5 - INCIDENT MITIGAT1ON
Which actions/measures háve been taken so far or are planned to recover 
from the incident?
Háve the Business Continuity Pian and/or Disaster Recovery Pian been 
activated?

If so, when? (dd/mm/yyyy hhmm>

If so, please describe

_____________ J



Major Incident Report

Please selectthe type of report:

Please describe:
(applicable for incidentsreclassified asnon-major)

Report dáte (DDMWYYYY) 
Incident reference code

Time

Reset dropdown 
selections

C - Finál report
Ifno intermediate report has been sent. please complete also section B

C1 - GENERAL DETAILS
Update ofthe information from the inrtial re port and the intermediate report(s)
Changes made to previous reports
Any other relevant information
Are all originál Controls in plače?

If “No”, specify which Controls and the additional period required for 
their restoration

C 2 - ROOT CAUSE ANALYSIS AND FOLLOW UP
What was the root cause (if already known)? □ Maliciousaction □ Procasstaikjre □ Systemfailute OHumanerror □ Extemalevent O Other

▼
Please specify: I MaliCÍOUS COde Deficient monilwngand S Hardwarefailure

■ Informaíongathering control ® Unintended Falureofa
■ intrusions ■Communicaťonissues EU Networkfalure B suppllerAechnlcal

.. Hlnaction Service providerb Distributed/Oenalof Service
■ (DM Blmerep.rofn.im B D.r.b.m lnut in.oHam g Fom.rn.Jeer.

B DeliberateinWrnalaoíions B madmpjateC.ange management B ^o^m/apeliraton retoureas
_O,IB.ra»«t.m.lphy«.l B°l» ■««

‘“"•a' ■eremdorm.ndafom.oímkrn ® '“O^^Fmage

H -radulentactions

If'Other1. please specify

Other relevant information on the root cause

Main corrective actions/measures taken or planned to prevent the 
incident from happening again in the future, if already known

C 3 - ADDITIONAL INFORMATON
Has the incident been shared with other PSPs for information purposes? -1

If Yes', please proude details:

Has any legal action been taken against the PSP? -1
If Yes', please proude details:

Assessment ofthe effectiveness ofthe action taken -1
Please proude details:


